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Highlights

� The article provides an overview of
synthetic data and its potential
applications in health economics
and outcomes research.

� Synthetic data can improve data
availability, strengthen the
robustness of findings for
underrepresented populations, and
alleviate data insufficiency issues in
rare disease research. Developing an
evaluation framework may facilitate
synthetic data adoption in health
economics and outcomes research.

� Integrating synthetic data into the
evidence-generation process leads
to more robust value assessment
Objectives: We aim to raise awareness of potential applications of synthetic data within the health
economics and outcomes research (HEOR) community.

Methods:We provide a concise overview of synthetic data, including data generation and types. We
then discuss 3 major data-associated challenges and how synthetic data may be used to address
them. Finally, we discuss data utility, privacy protection, potential concerns of its applicability,
and future research direction.

Results: The use of synthetic data is an alternative privacy protection technique to enhance data
availability, strengthen the robustness of findings for underrepresented populations, and alleviate
data insufficiency issues in rare disease research. More studies are needed to explore synthetic data
use and address data challenges in HEOR studies. Furthermore, the development of an evaluation
framework is encouraged to better support the integration of synthetic data into the HEOR field.

Conclusions: Synthetic data provide a unique opportunity to overcome data-related challenges in
HEOR.

Keywords: data privacy, generative artificial intelligence, privacy enhancing technology, synthetic
data.
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and timely decision making.
Introduction

Traditionally, health technology assessment (HTA) organiza-
tions have considered data from randomized controlled trials as
the gold standard because of their robust internal validity.1 To
address the concern of generalizability (ie, external validity), HTA
bodies have used real-world evidence to supplement randomized
controlled trials.1,2 However, a recent survey concluded that data
insufficiency or unavailability remains a primary challenge during
value assessments, particularly for newer therapies or rare dis-
eases.3 Because the number of health technologies is rapidly
growing, there is an urgent need to find approaches to improve
data availability and quality for robust and timely evaluations.3

The availability of medical data is restricted by data protection
regulations, such as the US Health Insurance Portability and
Accountability Act4 and the European General Data Protection
Regulation,5 because of privacy concerns. A potential way to
address privacy concerns while enabling the sharing of health-
related data beyond its initial collection is the use of synthetic
data. The term synthetic data refers to artificially generated data
that preserve statistical properties and mimic real data structures
without endangering individual privacy.6-8 The use of synthetic
data to address scientific inquiries is not new. Researchers have
proposed9 and applied10 synthetic data in population-based sur-
veys such as theUSCensus Bureau’s American Community Survey11
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to protect sample privacy before making data publicly available.
Classical approaches to generating synthetic data involve esti-
mating the data distribution and deriving new samples. These
methods mainly rely on parametric estimation with prior as-
sumptions about the shape of data distribution, which may pose
challenges and limit their use in estimating data with complex
correlational structures, as commonly seen in medical records.12

The utility of synthetic data has become more promising with
the emergence of artificial intelligence and machine learning (AI/
ML). The AI/ML models can capture more complex data structures
and generate synthetic data with high fidelity.13 Although the
health economics and outcomes research (HEOR) community has
widely discussed the roles of AI/ML models in terms of their uti-
lization of outcome prediction, feature selection, and economic
modeling,14 we found little discussion about AI/ML models in
generating synthetic data for HEOR. After the release of a large
language model—ChatGPT (Generative Pre-trained Transformer)
from OpenAI in late 2022, the applications of AI have marked a
paradigm shift in which scholars start to explore AI/ML models’
generative capabilities. In HEOR, a recent report by the ISPOR
Working Group discussed the potential utility of generative AI in
HTA.15 However, the report primarily focuses on using large lan-
guage models to facilitate literature review, unstructured clinical
notes summary, and economic model development. We argue that
the advanced models used in generative AI also hold great
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potential for generating synthetic data that can be used to address
major challenges encountered in HEOR.

This article aims to raise awareness of synthetic data and
encourage our fellow researchers to explore its potential roles and
applications in HEOR. We structure this article as follows. First, we
briefly overview the synthetic data generation methods (not limited
to AI/ML models) and synthetic data type. Then, we explore the
potential applications of synthetic data in addressing some current
challenges in HEOR. Finally, we discuss data utility and privacy
protection and provide recommendations for future research.

Overview of Synthetic Data

In the healthcare context, data can be categorized into either
structured, such as claims data (ie, with rows and columns), or
unstructured, such as physician notes or images; our following
discussions primarily refer to the synthesis of structured data.

Synthetic data generation approaches
Based on sources of input, synthetic data generation ap-

proaches can be classified into (1) knowledge-driven, (2) data-
driven, and (3) hybrid approaches.16,17

Knowledge-driven. Data are generated through simula-
tions of disease progression or rules of care pathways based on
known theory or expert knowledge. A prominent example
developed in this category is Synthea, an open-source software
designed for generating electronic health records.18 Similar to
microsimulation models familiar to the HEOR community, the
parameters of Synthea models are typically sourced from
domain experts or published studies.19 However, Synthea is
primarily designed to generate individual-level health records
instead of outcome estimations, as a microsimulation study
usually does.3 Although this approach could be especially useful
when real data are difficult to access, a key limitation is that it
requires considerable manual effort to process and consolidate
meaningful information to formulate models.12

Data-driven. It requires the acquisition of real data to train
statistical or AI/ML models, and then the models can be used to
generate synthesized data. Multiple imputation is one of the data-
driven approaches that create synthetic data based on the statistical
properties of real data.9,10 Assumptions of parametric distributions
are usually required when considering statistical properties for
model training. However, it becomes challenging to consider the
complex correlational structure of variables, which is commonly
observed in the medical field, limiting generative models’
widespread adoption of this approach.12 On the other hand, AI/
ML models can capture more complex relationships between
variables, resulting in a higher resemblance of real data than
models generated simply based on statistical properties.7 The
application of AI/ML, especially using advanced generative
models, such as Recurrent Neural Network20 or Generative
Adversarial Network (GAN),21 to generate synthetic data is
currently an active reach area. Although data-driven methods can
reduce considerable manual efforts compared with the
knowledge-driven approach and achieve high resemblance with
advanced AI/ML techniques, the approach is restricted by the
availability of real data, and the synthesized data may inherit or
amplify bias originating from the input data.12

Hybrid. This approach leverages both real data and expert
knowledge to improve model performance. Specifically, models
learn the structure of real data, whereas expert knowledge helps
refine the details for better realism. This combination is especially
useful when real data are limited or the data set is small. For
instance, 1 study22 examined whether incorporating human
advice could improve the quality of data generated by a GAN
model. The results showed that adding human guidance enhanced
the data quality and allowed the model to learn effectively from a
small data set. The synthetic data generated through this method
outperformed other GAN-based generative models. However, the
authors also cautioned that bad advice from humans could
negatively affect the quality of synthetic data.

Types of synthetic data
Figure 1 illustrates data types according to data composition. In

general, synthetic data sets can be classified into 3 main cate-
gories23: (1) Fully synthesis: data is created entirely de novo
without containing any real data. (2) Partial or semi-synthesis:
only variables with a high risk of identity exposure are replaced by
synthetic data. (3) Hybrid: data contains both original and syn-
thetic data, in which original data are paired with the nearest
synthetic data according to some mathematical distance (eg,
Hellinger distance).24

Potential Applications of Synthetic Data to Address HEOR
Challenges

Although the roles and applications of synthetic data in HEOR
are yet to be explored, we discuss some urgent challenges
encountered in HEOR and provide examples of how synthetic data
may help address these challenges.

Challenge 1: Limited data accessibility for decision
making

HTA organizations find that the root cause of many challenges
for value assessment is a lack of available data.3 Several efforts
have been made to enhance data accessibility. For example, reg-
ulators in Europe25 and Canada26 require pharmaceutical com-
panies to make the health data submitted for drug approval
publicly available so that other researchers can replicate the
studies or potentially lead to new insights. Also, medical journals
strongly encourage researchers to make their data publicly avail-
able for other researchers to replicate the studies.27 However,
real-world individual data are often subject to strict privacy reg-
ulations; hence, data should be deidentified before releasing to
the public. Generally, data deidentification methods usually err on
the side of caution to prevent reidentification risk, significantly
eroding data utility.28

Synthetic data, by design, aims to mimic real data without
revealing individual information, making it possible to simulta-
neously address privacy concerns while providing publicly avail-
able data with analytical value. This creates opportunities for
researchers to access a broader range of data for more compre-
hensive analyses and inform policymakers for more robust deci-
sion making. For instance, the National Disease and Registration
Service at NHS England has generated the synthetic cancer reg-
istry data, Simulacrum,29 which allow researchers to conduct
hypothesis testing and cost-effectiveness research for various
types of cancer.28

Challenge 2: Lack of subgroup information to support
equity-focused value assessment

Identifying variety in treatment effects among subgroup pop-
ulations is crucial for conducting equity-focus value assessments,
such as the distributional cost-effectiveness analysis (DCEA). The
DCEA is used to evaluate healthcare interventions’ equity impact
through the expansion of the traditional CEA framework, exam-
ining how costs and health benefits are distributed among



Figure 1. Illustration of synthetic data type.

1692 VALUE IN HEALTH NOVEMBER 2025
different subgroups within a population.30 One of the major ob-
stacles to the consistent application of DCEA is the lack of suffi-
cient subgroup data to conduct robust analyses.31 Specifically,
DCEA requires data stratified by equity-relevant variables, such as
socioeconomic deprivation, age, sex, and race/ethnicity. However,
clinical trials usually have strict inclusion and exclusion criteria,
and data are often underrepresentative of certain demographic
subgroups, such as women, older adults, and racial/ethnic mi-
norities.32,33 This lack of data diversity can limit the generaliz-
ability of study findings.

Synthetic data may fill the gap by augmenting data to reduce data
bias from underrepresentation, enabling a more comprehensive un-
derstanding of the equity implications of healthcare resource alloca-
tion. Specifically, by generating synthetic data that augment
underrepresentative groups, researchers can better understand the
robustness of their findings and evaluate whether study results apply
tomore diverse populations. For instance, Juwara et al34 proposed the
synthetic minority augmentation (SMA) approach to generate syn-
thetic individuals in theminority groups, aiming to rebalance samples
to allow the results of evaluations to be more generalizable to target
populations. The results showed that SMA could successfully recon-
struct low- to median-biased data sets to produce results close to the
ground truth. However, we should be cautious that synthetic data
generation approaches, such as SMA, should not be taken as alterna-
tives to thecontinuouseffortsondiversifyingclinical trial enrollment35

because Juwara et al34 provided evidence that the advantage of uti-
lizing SMA or other generative models to augment under-
representative data is not apparentwhen the original sample is highly
biased (ie,missinghighproportionofunderrepresentative subgroups).
Challenge 3: Sparce data and scarce evidence in the
rare disease area

Valueassessment in rare disease areas faces significant challenges
becauseof thedatapaucity, stemming fromsmall patientpopulations
and the inherent heterogeneity of disease conditions.36,37 Outcome
evaluation for rare diseases is also hampered by difficulties in
recruiting sufficient clinical trial participants or retrieving real-world
data. Although numerous challenges exist, sustainable solutions are
rarely identified.37 Scholars have recommended that there is a need
for a more flexible and transparent evaluation framework and the
necessity to conduct more studies to address publication bias.37

Synthetic data can be generated to reflect a variety of sce-
narios, patient profiles, and outcomes, even when real-world data
are limited or unavailable. A pragmatic example is conducted by
Sliman et al,38 in which the authors developed a synthetic data
generation framework for uveitis, a rare disease in ophthalmology,
using the hybrid approach. Specifically, the authors first generated
an original data set based on known statistical properties of dis-
ease. Second, the original data were validated by ophthalmologists
(experts’ input) to serve as base data to be used for generative
model training; finally, a GAN-based model, MedWGAN, is used to
generate the synthetic data. The synthetic data set is openly
available and expected to serve as a foundation for future model
improvement. Researchers are also encouraged to compare the
synthetic data with real data, if available, to generate more reliable
data sets. Another application is demonstrated by a research group
from Italy39 that trained a conditional GAN (cGAN) using data
from patients with a rare type of blood cancer—myelodysplastic
syndromes. The study showed that synthetic data could (1) retain
statistical properties and complex interactions between features,
(2) replicate estimates of treatment effects, and (3) overcome the
lack or imbalance of information of real data. Additionally, the
research group developed a website that allows scholars or clini-
cians to generate cohorts of up to 10 000 synthetic patients for
results replication or other research purposes without compro-
mising the privacy of real patients. The 2 pragmatic examples
provide potential directions for researchers to address data scar-
city, improve more transparent evaluation, and mitigate publica-
tion bias for rare disease research.
Discussion

Although the capability of generative AI is still evolving, the
potential applications of synthetic data have been widely discussed
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in clinical and data science communities. Additionally, the US FDA is
actively investigating the potential use of synthetic data as sup-
porting evidence (eg, synthetic control arms) for regulatory
approval of medical interventions.40 The recent report from the
ISPOR Working Group15 only briefly discussed using synthetic data
to mitigate model bias and privacy protection, and we believe its
role in HEOR is underestimated and yet to be explored. Hence, we
explore 3 major challenges widely discussed in the HEOR com-
munity and provide pragmatic examples to demonstrate how
synthetic data may help address these challenges.

Although the primary goal of using synthetic data is to improve
data availability without compromising privacy, it is crucial to
ensure that the synthetic data fulfill their intended purpose:
serving as a reliable proxy for real data. However, the data syn-
thesis process often involves a trade-off between data utility and
the strength of privacy protection that inherently reduces utility.7

Unfortunately, there is an absence of standardized frameworks or
guidance throughout this process. Researchers may use various
measures depending on the methodologies used and the specific
goal of their study.12

Data Utility

Current literature often uses “utility13,24” and “fidelity12,41,42”
interchangeably to describe the extent to which a synthetic data
set can act as a proxy for real data, focusing on the statistical
resemblance between the synthetic and original data sets. Spe-
cifically, data utility (or fidelity) is typically assessed through
statistical properties, such as univariate measures (eg, means and
variances), bivariate correlations, or multivariate distribution
shapes that mirror the characteristics of the original data.12

However, some scholars distinguish “utility,” which we refer to
as practical utility hereafter to avoid confusion, as a subjective
measure tied to the data’s usefulness in practical applica-
tions12(Fig. 2). For instance, a synthetic data set might show
moderate fidelity in replicating statistical patterns of real data but
offer high practical utility for tasks such as ML model training.13
Figure 2. Illustration of fidelity versus (practical) utility.
The way practical utility is measured can vary depending on the
use case. For example, when synthetic data are used for ML model
training, performance metrics, such as the F1 score, could be used
to compare models trained on real versus synthetic data. In
contrast, if the data are intended for hypothesis generation, such
as synthetic cancer registry data, statistical estimates might be
more appropriate for practical utility evaluation.

Privacy (Reidentification Risk) Protection

Privacy protection receives little attention, and there is
currently no formal guidance governing synthetic data,43 poten-
tially because researchers generally presume that synthetic data
have inherent privacy assurances.12 However, a study showed that
if a model is overfitted to the original data, a synthetic record can
still be linked to a real person.44 Privacy risks encompass identity
disclosure, membership disclosure, and attribute disclosure.
Identity disclosure occurs when an individual’s identity in syn-
thetic data is directly linked to the real data,45 membership
disclosure reveals whether an individual was part of the original
data set used for synthetic data training,46 and attribute disclosure
infers sensitive information about an individual based on other
attributes.45 It is recommended to perform disclosure risk
assessment on a regular basis on synthetic data to ensure that the
generative models do not overfit.45,46 Data generators may inte-
grate privacy protection risk measurement as a loss function45 or
differential privacy mechanism47,48 in generative models to miti-
gate privacy disclosure risk. Additionally, it is recommended to
establish explicit guidelines and regulations for synthetic data
sharing and utilization to ensure that it is handled with the same
level of care and protection as real-world data.

Practical Concerns and Recommendations for Future
Work

It is worth noticing that regardless of the level of fidelity,
synthetic data may not be a standalone solution but a tool that



Table 1. Example of framework.

Stakeholder considerations PET approaches

Criteria Weight HIPAA* Full
synthetic

Partial
synthetic

Hybrid

Privacy

Utility

Cost

Trust

Note. Framework adopted from El Emam et al.7

HIPAA indicates US Health Insurance Portability and Accountability Act; PET, privacy-enhancing technologies.
*General Data Protection Regulation in the European context, representing the protection mechanism for real-world data.
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requires careful application. That is, synthetic data may be
considered as a complementary rather than a primary source of
evidence. Studies have shown that naively treating a single syn-
thetic data set as a direct substitute for real data cannot consis-
tently yield reliable effect estimates.49,50 Because only data
owners can validate results using the original data, it is recom-
mended to provide data users with multiple synthetic data sets to
enable the replication and cross-verification of findings.49,50 For
data users, it would be a good practice to investigate data vali-
dation studies for the intended utilization.

Given the lack of formal guidance for evaluating and adopting
synthetic data, developing a framework to determine its viability
and the extent to which it can address data-related challenges in
HEOR is warranted. El Emam et al7 indicate 4 key factors to be
considered when implementing privacy-enhancing technologies:
(1) privacy, (2) utility, (3) cost, and (4) trust. (Table 1)

We have already explored privacy and utility in previous dis-
cussions. According to El Emam et al,7 Cost encompasses 2 aspects:
(1) implementation cost, which refers to the expenses associated
with adopting privacy-enhancing technologies, such as US Health
Insurance Portability and Accountability Act compliance or syn-
thetic data generation, and (2) operational cost, which includes the
expenses tied to infrastructure and data processing. Trust plays a
critical role in determining whether individuals are willing to
continuously engage within the system. For example, in healthcare
settings, when patients are skeptical about how their information
might be used, they may avoid care, resort to self-medication, or
withhold important details during interactions with providers.
Evaluating these criteria will not be a straightforward task because
stakeholders may assign varying weights to each. Multicriteria
decision analysis51,52 could be valuable in facilitating decision
making by accommodating these diverse perspectives.

Limitations

There are several limitations in this article. First, although
acknowledging that there are different types of structured data,
such as cross-sectional, longitudinal, or time-series data, we did
not explicitly distinguish between them in our discussions.
Differentiating these data types could be significant during the
synthetic data generation process because a generative model may
be suited to only specific structures.12 Nevertheless, the core
concepts we focused on remain broadly applicable across these
variations. Second, because our aim is to introduce synthetic data
to readers unfamiliar with the topic, we intentionally excluded
complex mathematical details in sections addressing data gener-
ation, utility, and privacy risk assessments. Readers seeking
methodological depth or guidance on operationalizing data gen-
eration and quality assessment can consult referenced articles for
further exploration. Finally, we highlighted only a selection of use
cases and generative models to illustrate our discussion points
without aiming to provide an exhaustive list. Readers who want to
explore more can seek studies that offer comprehensive reviews,12

use cases,6 and tools.53
Conclusions

Synthetic data provide a unique opportunity to overcome data-
related challenges in HEOR. It can enhance data availability for
decision making, strengthen the robustness of the findings for
underrepresented populations, and alleviate data insufficiency
issues in rare disease research. More studies to explore the use of
synthetic data to address data challenges in HEOR studies are
needed. Also, to better support the integration of synthetic data
into the HEOR field, the development of evaluation framework is
encouraged. As a result, synthetic data have the potential to
become a valuable tool for decision making.
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